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PROTECTING CONSTITUTIONAL FREEDOMS
IN THE FACE OF TERRORISM

WEDNESDAY, OCTOBER 3, 2001

UNITED STATES SENATE,
SUBCOMMITTEE ON THE CONSTITUTION, FEDERALISM, AND
PROPERTY RIGHTS, COMMITTEE ON THE JUDICIARY,
Washington, D.C.

The Subcommittee met, pursuant to notice, at 9:34 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Russell D. Feingold,
chairman of the Subcommittee, presiding.

Present: Senators Feingold, Durbin, Hatch, Specter, and Ses-
sions.

OPENING STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S.
SENATOR FROM THE STATE OF WISCONSIN

Chairman FEINGOLD. I will call the Subcommittee to order, and
I would like to welcome all of you to this hearing of the Sub-
committee on the Constitution on “Protecting Constitutional Free-
doms in the Face of Terrorism.” We have a very distinguished
panel of witnesses here this morning and I very much appreciate
your willingness to speak with us, especially on such short notice.

Almost as soon as the attacks on September 11 ended, public dis-
cussion turned to two issues: how the United States will respond
to these terrorist attacks, and how we can protect ourselves against
future attacks. And almost immediately, discussion of that second
issue raised the question of how our efforts to prevent terrorism
will affect the civil liberties enjoyed by all Americans as a part of
our constitutional birthright.

I was greatly encouraged by the words of Senator George Allen,
who represents one of the States struck by terrorism, on the day
after the attacks. He said on that day, “We must make sure that
as we learn the facts, we do not allow these attacks to succeed in
tempting us in any way to diminish what makes us a great Nation.
And what makes us a great Nation is that this is a country that
understands that people have God-given rights and liberties. And
we cannot, in our efforts to bring justice, diminish those liberties.”

I agree with Senator Allen, and I believe that one of the most
important duties of this Congress in responding to the terrible
events of September 11 is to protect civil liberties which derive, of
course, from our Constitution. Now, that is not to say that we can-
not enact more measures to strengthen law enforcement. There are
many things that we can do to assist the Department of Justice in
its mission to catch those who helped the terrorists and prevent fu-
ture attacks. We can, and we will, give the FBI new and better
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tools, but we must also make sure that the new tools don’t become
instruments of abuse.

There is no doubt that if we lived in a police state, it would be
easier to catch terrorists. If we lived in a country where the police
were allowed to search your home at any time for any reason, if
we lived in a country where the government is entitled to open
your mail and eavesdrop on your phone conversations or intercept
your e-mail communications, if we lived in a country where people
could be held in jail indefinitely based on what they write or think
or based on a mere suspicion that they are up to no good, the Gov-
ernment would probably discover and arrest more terrorists or
WOlﬁld-be terrorists, just as it would find more lawbreakers gen-
erally.

But I think we can all agree that that wouldn’t be a country in
which we would want to live and it wouldn’t be a country for which
we could, in good conscience, ask our young people to fight and die.
In short, that country wouldn’t be America.

In a recent L.A. Times article, Professor Erwin Chemerinsky, a
distinguished law professor at the University of Southern Cali-
fornia, put the challenge before us squarely: “Some loss of freedom
may be necessary to ensure security, but not every sacrifice of lib-
erty is warranted. For example, people accept more thorough
searches at airports even though it means a loss of privacy, but
strip searches and body cavity searches would clearly be unaccept-
able. The central question must be what rights need to be sac-
rificed, under what circumstances, and for what gain.”

I think it is important to remember that the Constitution was
written in 1789 by men who had recently won the Revolutionary
War. They did not live in comfortable and easy times of hypo-
thetical enemies. They wrote the Constitution and the Bill of
Rights to protect individual liberties in times of war as well as
times of peace.

There have been periods in our Nation’s history when civil lib-
erties have taken a back seat to what appeared at the time to be
the legitimate exigencies of war. Our national consciousness still
bears the stain and the scars of those events: the Alien and Sedi-
tion Acts, the suspension of habeas corpus during the Civil War,
the internment of Japanese Americans during World War II and
the injustices perpetrated against German Americans and Italian
Americans, the black-listing of supposed communist sympathizers
during the McCarthy era, and the surveillance and harassment of
anti-war protesters, including Dr. Martin Luther King, Jr., during
the Vietnam War.

We must not allow this piece of our past to become prologue. Pre-
serving our freedom is the reason we are now engaged in this new
war on terrorism. We will lose that war without a shot being fired
if we sacrifice the liberties of the American people in the belief that
by doing so we will stop the terrorists.

That is why this exercise of considering the administration’s pro-
posed legislation and fine-tuning it to minimize the infringement of
civil liberties is so crucial. And this is a job that only the Congress
can do. We cannot simply rely on the Supreme Court to protect us
from laws that sacrifice our freedoms. We took an oath to support
and defend the Constitution of the United States, and I hope that
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our witnesses today will assist us in our duty to be true to that
oath.

Now, I would like to call on Senator Hatch, the ranking member
of the full committee, after which Senator Sessions, who is going
to represent the subcommittee ranking member, Senator Thur-
mond, today, will make brief remarks as well.

STATEMENT OF HON. ORRIN G. HATCH, A U.S. SENATOR FROM
THE STATE OF UTAH

Senator HATCH. Thank you, Mr. Chairman.

We are happy to welcome all you witnesses here today. This is
an important hearing and I will be very interested in what you all
have to say. I can only stay for a short period, but I will read every
statement and pay attention to them.

I am very pleased that the Chairman, Chairman Leahy, and I
and others are working very closely with the Justice Department
and with the White House to try and come up with constitutionally
sound approaches here that will help protect our country. I think
we are very close to agreement.

I think if we can bring this agreement about, it will be one that
most everybody who is reasonable should support and will be in the
best interests of the country and the best interests of the protection
of our citizens, something that I have been arguing needs to have
been done long before this particular time and before September
11.

Mr. Chairman, as you know, we have collectively committed to
a war unlike any war in the history of this country. It is different
because a substantial part of this war must be fought on our own
soil, and this is not a circumstance of our own choosing. The enemy
has brought this war to us, but we must not flinch from acknowl-
edging the fact that because this is a different kind of a war, it is
a war that will require different kinds of weapons and different
kinds of tactics.

Mr. Chairman, let me also thank you for holding this hearing to
educate the public and the committee on the importance of our con-
stitutional rights.

The Attorney General has communicated to us and in no uncer-
tain terms has told us that he does not currently have all of the
tools necessary to fight this war. Over the last several weeks, I and
several members of this committee, as I have said, have under-
taken a microscopic review of the anti-terrorism proposal submitted
by the administration. We have engaged in round-the-clock negotia-
tions over the final shape of this legislation. Everyone concerned is
extremely concerned about the constitutional aspects and the con-
stitutional considerations that are essential to making this legisla-
tion what it should be.

During the course of this review, I have become quite familiar
with the details of this proposal, as you can imagine. I would like
to congratulate the Attorney General and the Department of Jus-
tice for moving responsibly on this matter, for working responsibly
with us and taking care to request only those reforms that fit well
within the bounds of the Constitution.

Although the proposal has been the subject of intense scrutiny
over the last couple of weeks, a significant amount of the objections
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to the proposal have been on matters of policy, not on matters of
constitutional concern. As the White House and the Attorney Gen-
eral have recognized, by submitting such a restrained proposal, we
must not repeal or impinge upon our cherished constitutional lib-
erties. To do so would only bring us closer to the joyless society es-
poused by our enemy.

The administration’s proposal properly takes these concerns into
account, and at the same time does what people around America
have been calling upon Congress to do; that is, to give our law en-
forcement community the tools they need to keep us safe in our
homes, in our places of business, as we travel throughout our coun-
try, and as we enjoy life in this country that we have always taken
for granted prior to September 11.

As a result of the substantial progress that we have made in our
scrutiny and debate over the past several weeks, I do believe, as
I have said before, that we are close to a consensus package that
will pass this Congress, I believe, with overwhelming bipartisan
support, and I think in the best interests of the American people.

The Attorney General has explicitly told us what tools he needs.
I have personally reviewed his requests and found them to be con-
sistent with our constitutional protections, especially as we fine-
tune them. I hope that as we present this ultimate package—and
I hope we can do it this week; I am hopeful that we can mark it
up tomorrow, and I believe we can. There is no excuse in the world
for not doing it, and I believe the Chairman does intend to do that,
or at least that is what has been indicated to me. I think that is
the responsible thing to do.

As we mark it up, I hope that the American people will see the
wisdom of this, will see the importance of it, will see how we will
have better tools to interdict and stop terrorist acts like we have
seen, and do so in ways that are constitutionally-sound without vio-
lating constitutional principles or civil liberties.

I am just grateful to you, Mr. Chairman. I appreciate you holding
this hearing, and I am grateful for the work that Senator Sessions
does on this committee and on this subcommittee.

Chairman FEINGOLD. I thank you, Senator Hatch. I thank you
for your statement and for all your hard work to try to come to an
agreement on this, and also for complimenting us on having this
hearing. The fact is that the hearing with the Attorney General
was interrupted before many of us could ask questions. There has
been no testimony before this committee by experts on civil lib-
erties at this point, and we are hoping that this hearing can help
us before this matter goes through and we can explore some of the
items that were originally proposed, as well as some of the com-
promises that have been suggested.

Senator Sessions?

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM
THE STATE OF ALABAMA

Senator SESSIONS. Thank you, Mr. Chairman. This is a worth-
while hearing and I appreciate your calling it. I thank Senator
Hatch for his insight and leadership in these matters. I know there
are a lot of negotiations going on, and I have interest in those and
it will be interesting to see how it comes out.
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I would just say that I have gotten older and have examined
what goes on around the world, it strikes me that progress, liberty,
wealth and health are functions of orderly governments. Govern-
ments have to maintain order or else they don’t succeed.

I believe the reason we have so much poverty and so much op-
pression of one group by another is because government is unable
to maintain order, and as a result economic growth and sophisti-
cated science cannot flourish.

Our Constitution begins, “We the people of the United States, in
order to form a perfect Union, establish justice, ensure domestic
tranquility, provide for the common defense, promote the general
welfare and secure the blessings of liberty for ourselves and our
posterity, do ordain and establish this Constitution.” It provides
great protections for us, and I don’t believe there is anything in the
administration’s bill that the Supreme Court would conclude vio-
lates the Constitution of the United States.

We know that in war time we have historically done that in
great degree. Chief Rehnquist once again has written a book that
is very timely, All Laws But One, in which he talks about the di-
minishment of constitutional protections in war time, and delin-
eates a host of them that we have done in this century, big-time
diminutions of freedom. But I don’t see that in this bill, so I would
be glad to hear these experts tell me precisely what is in the legis-
lation they think would violate current standards of constitutional
thought and our great beliefs in freedom.

As Senator Hatch noted, we are dealing with people who are ca-
pable of killing us in large numbers, innocent civilians, creating
disorder and economic disruption in ways that we have never seen
before. So I think if we are smart, if we work at it right, we can
utilize our great historical principles to give some tools that law en-
forcement needs that can protect us without undermining the Con-
stitution.

Thank you, Mr. Chairman.

[The prepared statement of Senator Sessions follows.]

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM THE STATE OF ALABAMA

Today we address whether the Adminnistration’s Anti-Terrorism legislation vio-
lates the constitutional freedoms of our people during this War on Terrorism. This
is an important issue, and I commend Chairman Feingold for holding this hearing.

My review of this legislation leads me to conclude that it does not violate the Con-
stitution. Indeed, no serious commentator has established that it does. And four
former Attorneys General have expressed their support for the bill, stating “We be-
lieve that the proposals are consistent with the Constitution and would not unduly
interfere in the liberties we as Americans cherish. Letters from Griffin Bell, Dick
Thornburgh, Edwin Meese III, and William Barr, Attorney General, to Chairman
Leahy and Senator Hatch, Senate Judiciary Committee (Oct. 2, 1001).

Placed in context, this legislation is a modest and measured response to the ruth-
less acts of war that only a few weeks ago cost us the lives of more than 5,000 peo-
ple and threatens to take many more. To frame the context for assessing the legisla-
tion’s impact on our constitutional liberties, we must begin with the Constitution
and its history.

THE CONSTITUTION

While it is presently fashionable to speak only in terms of “rights,” the Declara-
tion of Independence and the Constitution speak also in terms of governmental
power—the power to secure these rights. The Declaration of Independence states:

“We hold these Truths to be selfevident, that all Men are created equal,
that they are endowed by their Creator with certain unalienable Rights,



6

that among these are Life, Liberty, and the Pursuit of Happiness—That to
secure these Rights, Governments are instituted among Men. . . .” The
Declaration of Independence para. 2 (1776) (emphasis added).

The preamble to our Constitution states:

“We the People of the United States, in—Order to form a more perfect
Union, establish Justice, insure domestic Tranquility, provide for the com-
mon defence, promote the general Welfare, and secure the Blessings of Lib-
efitéf C}:o ourselves and our Posterity.” U.S. Const. preamble (emphases
added).

Thus, the Framers knew that liberty would not be secure without domestic tran-
quility and without a strong defense against foreign enemies. If the Government
does not maintain order, then the weakest and most disadvantaged in society are
the first to suffer the loss of liberty and the last to recover it. As the great liberal
judge Learned Hand stated, “A society in which men recognize no check upon their
freedom soon becomes a society where freedom is the possession of only a savage
few. . . .” Learned Hand, The Spirit of Liberty 191 (New York: Alfred A. Knopf

1952).

In the FEDERALIST PAPERS, James Madison assessed the balance between the
Government’s power to prevent stronger individuals from infringing on weaker indi-
viduals’ rights and the Government’s tendency to impinge on those rights itself as
follows:

“In framing a government which is to be administered by men over men,
the great difficulty lies in this: you must first enable the government to con-
trol the governed; and in the next place oblige it to control itself.” The Fed-
eralist No. 51, at 322 (James Madison) (Clinton Rossiter ed., 1961).

It is clear that the Framers did not want to repeat the error of the Articles of
Confederation that produced a Government too weak to survive longterm internal
and external threats and almost too weak to survive a war.

HiISTORICAL CONTEXT

There is ample history of governments trying to win wars and curtailing civil lib-
erties in their efforts. In his 1998 book, All The Laws But One, Chief Justice
Rehnquist states:

“In any civilized society the most important task is achieving a proper balance be-
tween freedom and order. In wartime, reason and history both suggest that this bal-
ance shifts to some degree in favor of order—in favor of the government’s ability
to deal with conditions that threaten the national well-being.” William H.
Rehnquist, All The Laws But One 222 (1998).

Rehnquist recounts that at different times during the Civil War, World War I, or
World War II, the federal government suspended the writ of habeas corpus, tried
civilian citizens in military commissions without a jury, interned people based on
their race without individualized determinations that they were threats to national
security, and suppressed anti-war speech and press articles. William H. Rehnquist,
All The Laws But One 25, 34, 174-75, 214-15 (1998).

I would add that during the Korean War, the federal government seized privately-
owned, lawful, and legitimate steel mills that were not connected with criminal ac-
tivity. See Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952) (holding
%at)President Truman could not seize the nation’s steel mills during the Korean

ar).

THE ADMINISTRATION’S BILL

Placed in context, it is clear that the constitutional effects of the Bush Adminis-
tration’s Anti-Terrorism Bill are mild by historical standards. The Bill does not sus-
pend the writ of habeas Corpus. Compare Ex parte Merryman, 17 Fed. Cas. 144
(1861) (recounting President Lincoln’s suspension of the writ of habeas corpus for
a Confederate sympathizer in Maryland at the outbreak of the Civil War). The Bill
does not require citizens to be tried by military commissions without a jury. Com-
pare Ex parte Milligan, 71 U.S. 2 (1866) (recounting the Lincoln Administration’s
trial of civilians for conspiring to conduct an armed pro-Confederate uprising in In-
diana). The Bill does not authorize the internment of citizens based on their race
without individualized determinations that they are a threat to national security.
Compare Korematsu v. United States, 323 U.S. 214 (1944) (recounting the intern-
ment of Japanese aliens and citizens who lived on the West Coast based on their
race, not on any individualized evidence of a threat to national security). The Bill
does not attempt to suppress anti-war speech or press articles. Compare Abrams v.
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United States, 250 U.S. 616 (1919) (recounting the conviction under the Sedition Act
of 1918 of Russian immigrants for printing pamphlets criticizing Allied intervention
in Russia during World War I). And the B111 does not empower the Government
to seize privately-owned, lawful businesses that are not connected with criminal ac-
tivity. Compare Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952) (re-
counting President Truman’s seizure of the steel mills during the Korean War). In-
deed, none of these great constitutional issues of American history concerning civil
liberties in wartime are raised by this Bill.

Nonetheless, it is important to remember that our examination of this Anti-Ter-
rorism Bill is not merely a debate for academic benefit or a means for various spe-
cial interest groups to raise money. It is a choice with real-life consequences.

In my 15 years as a federal prosecutor, I saw the real impact of our criminal law
on real victims. When there was a technical glitch in the law that touched on con-
stitutional rights, it could result in a criminal set free, a victim left unvindicated,
and justice left undone.

When a drug kingpin is set free by an outdated or technically deficient law, he
may endanger the lives of 2 or 3 witnesses. When terrorists remained at large be-
cause of outdated and technically deficient laws, they murdered more than 5,000
people on September 11th. Thus, while we must always keep in mind our cherished
constitutional liberties and our duty to protect them, we must not lose sight of the
real-life impact of the decisions that we in Congress make concerning this Bill.

The Bill contains numerous provisions that would update our laws and provide
our intelligence and criminal investigators the tools they need to keep up with well-
financed, sophisticated, and ruthless terrorists and other criminals.

Pen Registers—The Bill would provide for nationwide application of judicial orders
for installing pen registers and trap and trace devices to record telephone numbers
that come to and from a particular phone. In Smith v. Maryland, 442 U.S. 735
(1979), the Supreme Court held that the use of pen registers by law enforcement
to record outgoing numbers dialed from a telephone does not violate the Constitu-
tion because there is no reasonable expectation of privacy in numbers that are
dialed out of a telephone. Present day criminals, including terrorists, move from
State to State and change telephones regularly. Our law enforcement officers need
to be able to move as fast as the terrorists.

The Bill would also allow pen register devices to record routing and address infor-
mation on the Internet. It is not intended to allow the Government to read e-mail
messages without a warrant. The Administration is negotiating in good faith to
make doubly sure that the content of e-mail messages is not captured by these de-
vices and thus, no Fourth Amendment issue is raised.

FISA—The Administration’s Bill would amend the Foreign Intelligence Surveil-
lance Act—FISA—to allow surveillance of an agent of a foreign power, which in-
cludes a member of an international terrorist group, with less than an exclusive or
primary purpose of foreign intelligence gathering. This would allow, for example,
our criminal investigators to assist our intelligence officers in arresting a criminal
before he supplies a terrorist with deadly weapons. This ability to conduct more
flexible surveillance is one of the few provisions of this bill that could have pre-
vented the September 11, 2001 attacks.

Under the Bill, a court would still have to find probable cause that the target of
the surveillance was an agent of a foreign power, including a member of an inter-
national terrorist group. Thus, the surveillance could not apply to an average Amer-
{can citizen or a run-of-themill criminal. It would apply to terrorists who break the
aw.

Immigration—Finally, I must express my regret that some of the immigration
provisions have been eliminated from the Administration’s Bill in the Senate. While
lawful immigrants who work hard and contribute to our country are welcome, Con-
gress has the broad power to deal with non-citizens in general and illegal aliens in
particular. In Reno v. American-Arab Anti-Discrimination Committee, 525 U.S. 471,
491-92 (1999), the Supreme Court held that “when an alien’s continuing presence
in this country is in violation of the immigration laws, the Government does not of-
fend the Constitution by deporting him for the additional reason that it believes him
to be a member of an organization that supports terrorist activity.” I trust that the
Administration will keep this in mind as it fights our War on Terrorism.

CONCLUSION

The Administration’s Bill raises none of the great constitutional issues that have
confronted the country in prior wars. It is a measured response to the worst foreign
attack on American soil in our history. The Bill updates our laws to allow our crimi-
nal and intelligence officers to work together quickly to track down and stop the
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most immediate threat to our constitutional liberties—ruthless terrorists with no re-
gard for law or life.

Chairman FEINGOLD. Thank you very much, Senator Sessions.
Now, I would like to turn to a distinguished member of the com-
mittee, Senator Durbin.

STATEMENT OF HON. RICHARD J. DURBIN, A U.S. SENATOR
FROM THE STATE OF ILLINOIS

Senator DURBIN. Senator Feingold, thank you for this hearing,
and I want to thank you on behalf of not only the committee, but
the Congress, because I think it is important that we pause at
some moments in our history and reflect on whether or not the de-
cisions we are about to make will stand the test of time.

I agree completely with Senator Sessions in his note that our
first obligation is to protect and defend this great Nation. But in
that same Preamble that he read, they made a point of saying it
was for the purpose of securing the blessings of liberty. And the
question in this hearing is whether or not anything we are doing
or contemplating doing is going too far.

I think that Attorney General Ashcroft and FBI Director Mueller
and other law enforcement officials have done an excellent job in
responding quickly to this terrible tragedy that has confronted our
Nation. But now we are being confronted with the proposition of
making permanent changes in law in America, and we have to
really ask ourselves whether these changes will stand the test of
time.

In times of crisis, our Government has often overreacted. I am
a very proud son of Illinois, the Land of Lincoln, and believe him
to be one of our greatest Presidents. Yet, in 1861, at the height of
the Civil War, he suspended the writ of habeas corpus for seces-
sionists and those suspected of disloyalty. Congress expanded the
suspension in 1863; in World War I, the Alien and Sedition Acts,
the Espionage Acts.

The so-called Palmer Raids, led by Attorney General Mitchell
Palmer, included the confiscation and selling off of property and
personal belongings of those who were deported; in 1940, the Alien
Registration Act, and then following Pearl Harbor, the infamous
Executive Order 9066 by President Roosevelt that led to 120,000
Japanese Americans being interned.

At the time, I am certain that these were immensely popular be-
cause in the midst of a national crisis, people want their security
first. That is understandable. But we have got to make certain that
the decisions we make in this committee are certainly consistent
with our promise to secure the blessings of liberty on the people of
this country. We have to give to law enforcement the tools nec-
essary to fight terrorism in our country, and outside as well, but
we hope that this can be achieved without compromising our basic
liberties and rights.

Senator Feingold, thank you for raising this important issue.

Chairman FEINGOLD. Thank you, Senator Durbin.

I want to start with our distinguished panel now. I know that at
least Mr. Norquist has a serious time problem. We are going to
start with Mr. Kris, the Associate Deputy Attorney General at the
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Department of Justice. Mr. Kris holds degrees from Haverford Col-
lege and Harvard School.

I thank you for coming this morning. Before you begin, let me
ask all of you to limit your remarks to five minutes. We have a
large panel here and I want to make sure that the members of the
committee have a chance to ask questions. Of course, your complete
written statements will appear in the record of this hearing.

Mr. Kris, please proceed.

STATEMENT OF DAVID S. KRIS, ASSOCIATE DEPUTY ATTOR-
NEY GENERAL, DEPARTMENT OF JUSTICE, WASHINGTON,
D.C.

Mr. Kris. Thank you, Mr. Chairman and members of the com-
mittee. Thank you for the opportunity to discuss the administra-
tion’s proposed legislative response to the acts of terrorism inflicted
on our country on September 11.

My name is David Kris and I am an Associate Deputy Attorney
General. My portfolio includes national security policy and FISA,
the Foreign Intelligence Surveillance Act. I have been invited to
provide information and to answer questions about how the FISA
process works and how that process can be improved, consistent
with the Constitution.

The additional tools sought by the administration seek to remove
impediments to the vitally important coordination between law en-
forcement and intelligence elements in the Government. I appre-
ciate the opportunity to discuss and answer questions in that area
this morning.

The Department has sent to the Chairman and the ranking
member of the Judiciary Committee, Senators Hatch and Leahy, a
detailed letter from Assistant Attorney General Dan Bryant ex-
plaining why our proposed change to FISA’s purpose requirement
is constitutional. I understand that the committee has copies of
that letter, and with respect to the sort of finer points of the con-
stitutional analysis I will defer to the letter.

I must also note that, given the very nature of FISA proceedings,
and in particular their classified nature, I may not be able to an-
swer all of your questions this morning as fully as you would like
in an open hearing. I apologize in advance for that limitation. I will
do my best to provide full and complete unclassified answers. But,
of course, I am also happy to brief the committee or members in
a closed setting if there are matters that I can’t go into at this
hearing. I appreciate your understanding of that constraint.

Again, thank you for the opportunity to provide the committee
with information it seeks on this important matter involving our
country’s fight against terrorism. Thank you.

[The prepared statement of Mr. Kris follows:]

STATE OF DAVID S. KRIS, ASSOCIATE DEPUTY ATTORNEY GENERAL, DEPARTMENT OF
JUSTICE, WASHINGTON, DC

Mr. Chairman and Members of the Subcommittee:

Thank you for the opportunity to discuss the Administration’s proposed legislative
response to the acts of terrorism inflicted on our country on September 11.

My name is David Kris. I am an Associate Deputy Attorney General at the De-
partment of Justice. My portfolio includes national security policy and FISA, the
Foreign Intelligence Surveillance Act.
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I have been invited to provide information and answer questions about how the
FISA process works and how that process can be improved consistent with the Con-
stitution. The additional tools sought by the Administration seek to remove impedi-
ments to the vitally important coordination between the intelligence and law en-
forcement elements of the government. I appreciate the opportunity to discuss and
answer questions in this area.

The Department has prepared and sent to the Chairman and Ranking Member
of the Judiciary Committee—Senators Leahy and Hatch—a detailed letter from As-
sistant Attorney General Dan Bryant explaining why our proposed change to FISA’s
“purpose” requirement is constitutional. I understand that you have copies of that
letter. With respect to the finer points of the Constitutional analysis that underlies
the Administration’s proposal, I will defer to the letter.

I must also note that, given the classified nature of FISA proceedings, I may not
be able to answer certain of your questions in this open hearing. I apologize in ad-
vance for that and I will do my best to provide full and complete unclassified re-
sponses. However, I am also happy to brief you and other members of the Com-
mittee in a closed setting if there are matters that cannot be discussed here this
morning. I appreciate your understanding of these constraints.

Again, thank you for the opportunity to provide your Committee with the informa-
tion it seeks on this important matter involving our country’s fight against ter-
rorism.

Thank you.

Chairman FEINGOLD. I thank you.

Our next witness will be Grover Norquist. Mr. Norquist is the
President of Americans for Tax Reform, a coalition of taxpayer
groups, individuals and businesses opposed to higher taxes at the
Federal and State levels. He holds both a B.A. and an M.B.A. from
Harvard University.

I thank you for appearing today.

STATEMENT OF GROVER NORQUIST, PRESIDENT, AMERICANS
FOR TAX REFORM, WASHINGTON, D.C.

Mr. NorQuisT. Thank you very much. In addition to serving as
President of Americans for Tax Reform, I, along with quite a num-
ber of conservative groups, have joined the In Defense of Freedom
coalition. The list of ten statements of principle is included in my
testimony.

I will speak for myself, but I would note that David Keane, of
the American Conservative Union, has raised similar questions,
and Paul Weyrich, of the Free Congress Foundation; Phyllis
Schlafly, of the Eagle Forum, are all very concerned about this leg-
islation, the particulars of it.

The most important two things, I would suggest, is I have sent
a letter to every member of the House and Senate and asked them
to please promise to read it before they vote for it. I did get one
response asking if I was kidding, and I am not kidding. I mean
that very seriously. There is a very real fear on the part of center-
right groups and civic groups in the country that we will be rush-
ing into passing something without looking at it sufficiently.

There are voices from the Justice Department demanding that
you hurry up and pass it before they showed it to you. The reason
people ask you to vote for something right away is they think if you
read it, you might not. So I think that was troubling.

The other thing that I am pleased at is we have had a very civil
national discussion on this. I am concerned the House has labeled
their bill the PATRIOT bill. Those of us who may find ourselves in
opposition to it have to wonder where that leaves us. I do think it
is important that we have, to date, had a very civil discussion and
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people have been able to raise questions without having their in-
tentions questioned.

I would suggest five principles that you look at when you are
analyzing the bill. The first is, since this is being passed in the
wake of September 11, I do think it is incumbent on people trying
to pass any particular piece of this to explain whether this would
have had anything to do with preventing September 11.

Second, if there are new powers that we have to have to fight
terrorism, then let us limit that to fighting terrorism. In the past,
this body and the House passed the RICO bill, which is supposed
to fight organized crime and is used to attack pro-life activists. The
asset forfeiture provisions that were supposed to be used to fight
the drug war have been taking people’s property all over the coun-
try.

You can pass something in response to a particular problem and
then 5, 10, 20 years later it is used for Lord knows what. So if it
really is necessary to fight terrorism, let’s put it in that that is
what it is for and not usable for other things.

They sold us this stuff, we have to have this to fight the drug
war, we have to have this to fight organized crime. And now they
are telling us, well, of course, those are now the floors of the Gov-
ernment’s power and the Government should have those kinds of
power for all sorts of other things, not just the specific, targeted
reasons that they originally sold to us.

Third: Consider sunsetting the entire package and consider
sunsetting provisions. I realize that that is weak. When you pass
something for three years, they tend to get put off, but better
sunsetted than not sunsetted so we could at least revisit these
things that we are passing in some haste in the wake of September
11.

Fourth: While you are doing this, considering reforming the insti-
tutions that manage these things. I think one of the reasons people
are willing to look at the Defense Department’s request for more
money is that the Secretary of Defense has been out there saying
we ought to have base closings, we ought to stop doing some of the
expensive things we used to do and spend money on new stuff.

I am very open to a discussion from the Secretary of Defense
about new ways to spend money and do things in the Defense De-
partment because he is so serious about dropping old things. Well,
I would be interested in knowing, if we are passing new laws, what
old laws didn’t work. What are we looking at undoing, what are we
looking at reforming?

Obviously, something went wrong here, and the folks at the FBI
and the CIA, I hope, are spending some time, if not in public at
least with you privately, talking about where things went wrong.
If somebody comes and asks for more money and more power, I
kind of want to know what they were doing previously and why
they need more money and more power.

If the laws have been flawed in the past, are they only flawed
in one direction? They were flawed because they didn’t give the
Government enough power, or are they equally flawed in giving the
Government too much power in some areas? I hope we can even-
handedly look at that.
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I raise some specifics in my testimony, and I speak on those spe-
cifics on behalf of the Eagle Forum and Free Congress Foundation,
as well, because I was able to talk to them. But I am concerned
specifically in the House version of this, which is an improvement
over the administration’s, but necessarily everything one would
want in protecting civil liberties, that the use of wiretap informa-
tion from foreign governments is still too promiscuously used.

Deleting the requirement from the Foreign Intelligence Surveil-
lance Act for formal pleading to a court of law strikes me as dan-
gerous. The asset forfeiture questions I still think are too broad.
There has been some discussion about going back to the “know
your customer” legislation of invading people’s privacy through
banks, and so on. Each of these, I think, are problematic.

Senator Hatch mentioned that he didn’t see anything in here
that violated the Constitution. I know that some Senators have
trouble reading the Second Amendment and some trouble finding
the Fourth and Fifth Amendments. But the Ninth Amendment is
also in there and I would ask people to keep an eye on that when
they talk about something not being a violation of the Constitution.

Thank you.

[The prepared statement of Mr. Norquist follows:]

STATEMENT OF GROVER NORQUIST, PRESIDENT, AMERICANS FOR TAX REFORM,
WASHINGTON, D.C.

Thank you for the opportunity to present my thoughts on pending legislation to
increase the police powers of the federal government.

l\f{Iy name is Grover Glenn Norquist and I serve as president of Americans for Tax
Reform.

I am also a member of the large coalition of conservative and liberal civic groups
entitled “In Defense of Freedom” that has come together in response to the Justice
Department’s recent requests for expanded police powers (see addendum).

Americans for Tax Reform has had one primary concern throughout: that the leg-
islation cobbled together as a Justice Department wish list of powers not be pushed
through Congress without the time and effort to look at what is in the legislation.
I wrote a letter to all members of the House and Senate urging them to promise
not to vote for any legislation on civil liberties restrictions that they had not actu-
ally read.

I did receive one fax from the Hill asking if I was kidding.

I was not.

I am delighted that leaders in the House and Senate have demanded that this
legislation be read, examined, debated and the good parts enacted in a deliberative
fashion, without reacting in panic.

I am also very pleased that the proponents of massive new powers for the federal
government refrained from calling those of us who wanted the legislation actually
read silly names. Those of us who feel strongly that the Constitution-and every little
jot and tittle of the Constitution-was written on purpose, that the Second and
Fourth Amendments were not mistakes, that the Fifth Amendment is not a loop-
hole, have been able to make our voices heard in this time of national concern with-
out people questioning our patriotism, seriousness or opposition to bad guys.

As we now consider the House of Representatives compromise legislation that has
the support of serious men such as Congressmen Sensenbrenner and Conyers, as
well as the legislation proposed by the Justice Department, I would urge you to keep
the following principles in mind.

1. If we are passing new powers for the federal government in response to the
murders of September 11, then any change in law should be asked to show how it
would have stopped that terrorist act. If a new law would not have stopped the mur-
ders or helped us to catch and punish those responsible, then why are we changing
the law?

2. If this is a response to terror, then the word terrorism should appear not just
in the title of the bill, but the new powers should be limited to cases of terror. For
example, Congress passed the RICO statutes with the promise that it would be used
against mobsters and then prosecutors have turned it against pro-life organizations.
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Congress gave the government powers to seize people’s property-asset forfeiture-
promising that it would be used against drug peddlers, and property seizures have
swept the nation to the point that Congress had to revisit the statutes and reduce
those powers that were being abused to the detriment of citizens.

Now we are told the government just wants to fight against terrorists. Okay, then
put limits in the use of these powers to terrorist cases and terrorist cases alone.

3. Consider sunsetting all or part of the changes in law you propose. A bad law
that lasts two years is less damaging than a bad law that lasts forever.

4. Along with consideration of new powers, please consider reforming the institu-
tions that have been using the powers you have granted in the past. The Pentagon
has great credibility in asking for more money for the Defense Department because
Secretary Rumsfeld has led the fight for a base closings commission and to end the
production of old weapons to afford the production of new weapons. An institution
looking to cut away old waste and to end destructive or wasteful programs can be
more seriously entrusted with new monies.

I do not to date see any effort by the intelligence community for serious self-exam-
ination, self-criticism or willingness to reform. Something went wrong. Demands for
more money and more power would be more credible if they were accompanied by
retirements, firings, self-criticism and a public recognition that the present intel-
ligence agencies and their procedures are by definition flawed. If serious self-exam-
ination is going on in private, that is only a first step. A democracy must see its
government reforming itself before it can be asked to grant more powers and more
money.

5. If changes in the laws are needed, then what laws do you intend to remove?
Is it believable that all the laws and powers passed to date are useful and produc-
tive and conducive to human liberty and security? That the only problems were too
few laws? That isn’t believable. The congressmen who passed the present set of pow-
ers that you now say are flawed made only one mistake: too few powers. Never too
many.

The In Defense of Freedom coalition is a broad cross section of American thought.
I would like to speak now for conservative groups such as the Eagle Forum and the
Free Congress Foundation about some of the proposals contained in the several bills
that cause us the most apprehension.

The use of wiretap information from foreign governments opens the door to intro-
ducing evidence against a US citizen in a US court of law that was gathered in a
manner that violates the Fourth Amendment. It is disturbing that this vital protec-
tion against unreasonable searches and seizures could be waived.

Deleting the requirement under the Foreign Intelligence Surveillance Act for a
formal pleading to a court of law and the signature of a FISA judge or magistrate
to secure business documents and records and replacing it with an administrative
subpoena cuts the judiciary out of the equation completely. The judicial branch was
established as a check on the other two. Not allowing for judicial oversight in this
instance creates an imbalance of power wholly inconsistent with our constitutional
principles.

Allowing for the compelled disclosure of educational records is substantively un-
related to the effective pursuit and prosecution of terrorists, and would infringe on
the privacy rights of all students throughout the nation. The National Statistics Act
prohibited the disclosure of this information for reasons far better than any argu-
ment in favor of letting the government break open the seals.

Applying a uniform standard for eliminating the mandatory notice of the
issuance of search warrants when there is showing to a court that such notice would
jeopardize an investigation has been appropriately derided as “sneak and peek”.
Such a standard would unacceptably hamper judicial discretion in conferring or de-
nying authority for conducting “sneak and peak” searches.

Expanding the authority for pre-trial asset restraint so that the government can
take a defendant’s property-even when the government cannot prove it is traceable
to any offense-is sufficiently outrageous to not require further comment.

Unleashing the “Know Your Customer” rules on the population would be a most
unforgivable action. This idea, which has been rejected every time it has surfaced,
would deputize bank employees by obligating them to monitor their customers’
transaction activities, and requiring them to report to the federal government any
transaction that fell conspicuously outside of a particular customer’s “normal” prac-
tice.

Some observers have been surprised to see the American Civil Liberties Union
join with the American Conservative Union and other center-right groups such as
Phyllis Schlafly’s Eagle Forum, Paul Weyrich’s Free Congress Foundation and
Americans for Tax Reform.

I am not surprised.
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While we may differ on many issues we are all Americans. America is a nation
not of a single people or race, native tongue or religion. We are united by our dedi-
cation to the idea that men and women are and should by nature be free to live
their lives as they see fit in liberty. The Constitution unites us. Historians have said
that Afghan factions feud unless the British or Soviets invade and they unite in de-
fense of the territory of Afghanistan.

We are Americans and we unite in defense of the Constitution and ordered lib-
erty.

As Senators you have all sworn an oath to oppose all enemies of the Constitution-
both foreign and domestic. Please, as this debate advances, keep an eye on the do-
mestic enemies of the Constitution. They are the only ones who can do permanent
damage to America.

ADDENDUM
IN DEFENSE OF FREEDOM

1. On September 11, 2001 thousands of people lost their lives in a brutal assault
on the American people and the American form of government. We mourn the loss
of these innocent lives and insist that those who perpetrated these acts be held ac-
countable.

2. This tragedy requires all Americans to examine carefully the steps our country
may now take to reduce the risk of future terrorist attacks.

3. We need to consider proposals calmly and deliberately with a determination not
to erode the liberties and freedoms that are at the core of the American way of life.

4. We need to ensure that actions by our government uphold the principles of a
democratic society, accountable government and international law, and that all deci-
sions are taken in a manner consistent with the Constitution.

5. We can, as we have in the past, in times of war and of peace, reconcile the
requirements of security with the demands of liberty.

6. We should resist the temptation to enact proposals in the mistaken belief that
anything that may be called anti-terrorist will necessarily provide greater security.

7. We should resist efforts to target people because of their race, religion, ethnic
g/?cklground or appearance, including immigrants in general, Arab Americans and

uslims.

8. We affirm the right of peaceful dissent, protected by the First Amendment,
now, when it is most at risk.

9. We should applaud our political leaders in the days ahead who have the cour-
age to say that our freedoms should not be limited.

10. We must have faith in our democratic system and our Constitution, and in
gur ability to protect at the same time both the freedom and the security of all

mericans.

Chairman FEINGOLD. Thank you, Mr. Norquist. I know you have
another pressing engagement. You are, of course, welcome to stay
as long as you would like, but feel free to leave when you need to.

Before we go to Dr. Halperin, I would like to call on the distin-
guished Chairman of the committee, Senator Leahy, who, of course,
was kind enough to make it possible for me to hold this hearing,
but more importantly immediately made sure that this committee
would be focused on the proper balance of these issues of our secu-
rity and civil liberties.

Senator Leahy?

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Chairman LEAHY. Well, thank you, Mr. Chairman. I will put my
whole statement in the record. I just wanted to compliment you for
doing this hearing. I think it is extraordinarily timely.

Mr. Norquist, we have heard from your staff and I appreciate the
help they have offered us, as well as a number of the staff have.
I am one thinks that the Bill of Rights is very important. We have
issues that go to the First Amendment, the Second Amendment,
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the Fourth Amendment, the Ninth Amendment, and so on, in here
in the package that is before us, and we should look at all of them.

I think it would have been a mistake to have had a rush to judg-
ment and immediately pass something, even though some were
saying we should just take whatever came from the administration
and pass it immediately. I think that as soon as the fine print was
read by people across the political spectrum, we would have had an
absolute outcry in this country had we done that.

I would just like to note one thing, Mr. Chairman, and you have
spoken eloquently on this, and it is the violence that has been di-
rected at Arab, Muslim and South Asian Americans over the past
three weeks. It is abhorrent.

We are in a time when Americans of every ethnic and religious
background are grieving for the loss to our neighbors and our Na-
tion. Everybody seems touched by what has happened. The preju-
dice and the hate crimes that have been spawned by a tiny number
of people in America is intolerable. The President, the Attorney
General and the FBI Director have all reiterated that fundamental
precept, and I compliment President Bush and Attorney General
Ashcroft and Director Mueller for that.

Americans treat their fellow men and women with dignity and
respect, not prejudice and hate. That is what makes us a great
country. Guilt by association and stereotyping have no place in
American law or American life. Individual accountability is at the
core of our Constitution.

As the grandson of immigrants, grandparents who didn’t speak
any English when they came to our shores, and with a mother and
a wife who are first-generation Americans who didn’t speak
Engllish until they began school, I know how easy it is to stereotype
people.

We are all Americans. We have all been badly, badly injured by
these terrorist attacks. Let’s not increase the injury to ourselves.
We should value every single American, cherish them, and remem-
ber that it is that kind of diversity that made us a great Nation.

So, Mr. Chairman, you do us a great service in doing this. I
thank you and Senator Durbin and Senator Sessions for taking the
time. I will put my whole statement in the record.

Chairman FEINGOLD. Without objection.

[The prepared statement of Senator Leahy follows:]

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR FROM THE STATE OF
VERMONT

I am grateful to Senator Feingold for holding this timely hearing. Our history has
taught us that in times of national crisis, we must cherish our constitutional free-
doms all the more. We should bring that perspective to the ongoing negotiations
over anti-terrorism legislation. We will receive advice today from witnesses with a
long history of dedication to constitutional principles.

We have been discussing many constitutional issues in the wake of the terrorist
attacks on America, from Fourth Amendment protections against unreasonable
search and seizure to due process concerns about the treatment of legal permanent
residents. These are important issues that our witnesses will discuss today. First,
however, I would like to address the violence that has been directed against Arab,
Muslim, and South Asian Americans over the last three weeks. In a time when
Americans of every ethnic and religious background grieve for the loss to our neigh-
bors and our nation, this prejudice—and the hate crimes it has spawned—is intoler-
able. The President, the Attorney General and the FBI Director have all reiterated
that fundamental precept. Americans treat their fellow men and women with dig-
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nity and respect, not prejudice and hate. Guilt by association and stereotyping have
no place in American law or American life—indeed, individual accountability is at
the core of our Constitution.

Our nation is united today against the terrorist threat, with greater strength and
resolve than I have seen in my lifetime. More than that, however, I believe there
is a broad consensus in our nation that we must battle terrorism without sacrificing
that which makes our nation unique. Our constitutional values have united us for
more than 200 years. We must improve our ability to find and punish the evildoers
who attacked innocent people on September 11 and to prevent similar tragedies
from occurring in the future. But we should not compromise the civil rights of our
citizens in the process. We will protect our security. We will not give up our free-
dom. The values we hold dear are what define us as a nation. That commitment
is what will allow our republic to remain strong.

The disastrous loss of life on September 11 will never be forgotten. Those losses
and the damage to our economy and our great buildings—and our national psyche—
cannot be minimized. But even if disaster were to strike our great Capitol or other
precious monuments of marble and stone, we would rebuild and go on. Terrorists
cannot take from us the ideals of Washington and Jefferson and Lincoln, or our fi-
delity to the Constitution.

We do not have to travel very far back into our history to find a time when we
disregarded our principles in a time of crisis. Our internment of Japanese Ameri-
cans in World War II was a shameful chapter in our history, and we should not
repeat our mistake. The apologies we have made in recent years remind us of the
long shadow cast by our worst acts, and serve as an important reminder of the dan-
gers of overreaction.

Trial by fire can refine us or it can coarsen us. If we hold to our ideals and values,
then it will strengthen us. Americans are united and all the free world, all civilized
nations, all caring people join together with us. I trust that we will seek and serve
justice and demonstrate to the world not only by our resolve but by our commitment
to our constitutional principles that the United States remains strong even in the
face of these terrorist atrocities.

Those who have attacked us hate what is best in America—our diversity and our
freedom. Now more than ever, we must preserve and extend those values. Anything
less would mark defeat and would dishonor those lost in the attacks and rescue ef-
forts on September 11.

Chairman FEINGOLD. Mr. Chairman, I just want to say that I am
grateful for your remarks with regard to the civil rights issues.
When I had an opportunity to speak in response to this tragedy the
day after September 11, I talked about our resolve as a Nation and,
of course, our gratitude for all the heroism. But there were two
cautions. One had to do with civil liberties and the other had to
do with civil rights.

Working with you, Mr. Chairman, this subcommittee will hold a
hearing in the near future on the civil rights issues concerning acts
of violence and discrimination against Arab Americans, Muslim
Americans, South Asians and others.

Thank you, Mr. Chairman.

With that, I am delighted to turn to Dr. Morton Halperin. Dr.
Halperin is currently a Senior Fellow of the Council on Foreign Re-
lations and the Chair of the Advisory Board at the Center for Na-
tional Security Studies. Dr. Halperin has served the Federal Gov-
ernment in numerous capacities with the National Security Council
and the Department of Defense in the administrations of Presi-
dents Johnson and Nixon, and most recently President Clinton.
Much of his work is focused on issues affecting both civil liberties
and national security.

We appreciate you being here. Go ahead, Dr. Halperin.
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STATEMENT OF MORTON H. HALPERIN, CHAIR, ADVISORY
BOARD, CENTER FOR NATIONAL SECURITY STUDIES, AND
SENIOR FELLOW, COUNCIL ON FOREIGN RELATIONS, WASH-
INGTON, D.C.

Mr. HALPERIN. Thank you very much, Mr. Chairman. It is a
great pleasure for me to testify once again before this committee.
I am testifying on behalf of the Center for National Security Stud-
ies.

I want to commend this subcommittee for holding this hearing,
and I also want to commend Senator Leahy for the leadership he
has shown in insisting that the Senate will look carefully at what
the administration proposes and work hard to make sure that it is
consistent both with our security needs and in defense of our lib-
erties. I think we are grateful to him for the leadership he has
shown, as well as to the other members of this committee who have
insisted that the bill be read and that we know what we are doing
before we do it.

I also want to associate myself with Mr. Norquist’s statement. 1
think I agreed with almost every word of it, and certainly with the
five principles that he suggested to you.

I thought what I might most usefully do, since the text is chang-
ing, is to try to focus on some basic principles, and in particular
on the FISA legislation, and to try to remind us all how this came
about and what the compromises were that led to this legislation.
I might say that I was, in fact, myself deeply involved in those dis-
cussions and negotiations.

As the committee knows, until the mid—-1970s the Justice De-
partment regularly conducted warrantless electronic surveillances
in the United States, and it was only after the Supreme Court
brought wiretaps within the Fourth Amendment, and the abuses of
the intelligence agencies were exposed so that intelligence officials
began to face lawsuits and other restrictions, that the Government
decided that it wanted congressional legislation—and this was the
Ford administration initially—to conduct electronic surveillances
for national security purposes.

It requested this authority. Again, it came up and said the bill
had to be passed immediately, that not a comma could be changed.
Congress insisted on detailed negotiations, which were held, and it
finally agreed that it would proceed with this legislation. But there
was a compromise struck and I think it is important to remember
what the elements were of that compromise.

Congress gave the executive branch authority to conduct elec-
tronic surveillance for national security purposes under a different
standard than the probable cause of a crime standard in Title III.
Equally important, it created a special court to make sure that this
information did not leak, and it permitted the Government never
to have to notify the target of the surveillance that he or she had
been the target, even if the person was a United States citizen and
if the Government concluded in the end that the person has not
committed any crime and could not be indicted.

Now, in return, the Government agreed to judicial supervision.
It agreed to provisions which minimized the interception of non-
germane information. Most important, the Government agreed that
it would use this information only for foreign intelligence purposes,
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and that it would switch to a Title III warrant if it initiated a
criminal investigation.

In addition, I want to add, since the Justice Department seems
to have forgotten this, that it also agreed that Title III and FISA
would be the sole authority to conduct surveillances within the
United States, and that FISA would be the sole authority to con-
duct surveillances for national security purposes.

Congress repealed the provision it had written into the original
wiretap law which left open the President’s authority to conduct
electronic surveillances without a warrant, and the President
agreed in signing the legislation that this was the sole authority
to conduct electronic surveillance for national security purposes.

So to now hear the Justice Department suggest that it doesn’t
matter what is in FISA because the President has the authority to
do this is, I think, just wrong. Whatever authority the President
may have had before this legislation was enacted, we are now in
Justice Jackson’s famous third category, where the Congress has
legislated procedures to deal with a problem. It has asserted that
those procedures are the sole authority. The President signed that
legislation and accepted it, and I think it is far too late for the Jus-
tice Department to argue that all of this is superfluous because we
could do this without a warrant in any way we wanted to, and
therefore don’t look at the details of the changes.

Now, I think it is from this perspective that one must look at the
proposals from the Justice Department, and the most disturbing
one is the provision which would essentially allow the Justice De-
partment to begin a surveillance even it has already decided that
its primary purpose is to develop evidence to indict and convict
somebody of a crime and even if that person is a United States cit-
izen.

I think it is essential to preserve the basic compromise, which
was these lesser standards were permitted because the purpose
was not to gather evidence of a crime, and that the Government
needs to be held to the notion that if it is seeking evidence of a
crime to indict somebody, it needs to use the procedures of Title III.
I think the Intelligence Committee in the Senate has developed
procedures, and I think this committee is working on them, which
I think will deal with that problem.

There is also the question of how you exchange information be-
tween the law enforcement investigations and criminal investiga-
tions. Here, I think we do need some changes. The recent events
demonstrate that we need to find better ways to coordinate infor-
mation that is developed by the FBI that needs to reach the CIA
and the CIA to reach the FBIL.

But I would just make two points about that. One is that the real
problem is the reluctance of the agencies to share information.
That is why the Senate Intelligence Committee has a provision try-
ing }tlo compel the FBI to share information which it is lawfully able
to share.

The second problem is to make sure that we limit that to ter-
rorism information, that we limit it to foreign intelligence informa-
tion which the foreign intelligence agencies need, and we do so in
an orderly way which ensures that information about lawful polit-
ical activity will not suddenly disperse to the intelligence agencies.
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I think my time is expired, Mr. Chairman. I appreciate the op-
portunity to testify here and I look forward to responding to ques-
tions.

[The prepared statement of Mr. Halperin follows:]

STATEMENT OF MORTON H. HALPERIN, CHAIR, ADVISORY BOARD, CENTER FOR NA-
TIONAL SECURITY STUDIES, AND SENIOR FELLOW, COUNCIL ON FOREIGN RELATIONS,
WASHINGTON, D.C.

Mr. Chairman,

It is a very great pleasure for me to appear again before this distinguished sub-
committee.

Since the text of the legislation remains a moving target I thought it would be
more useful if I stepped back and discussed a few issues in more general terms.

This committee does not have to be reminded that intelligence agencies have in
the past abused their authority to spy on and even disrupt lawful political activity
under the guise that those protesting the actions of our government were in fact
agents of a foreign power. Now we are told that the efforts of Congress to expose
those abuses, especially the work of the Church Committee, is somehow responsible
for the failure of the CIA to learn about and prevent the tragic acts of September
11. This is an outrageous characterization, both because in a democracy we must
be able to discuss abuses of power and discuss how to prevent them, but even more
because the Church Committee report did not lead to any legislation limiting the
authority of intelligence agencies. In fact, to this day, Congress has not legislated
any limits on the ability of the CIA or other intelligence agencies to conduct surveil-
lance in the United States and abroad beyond that initial prohibition in the act cre-
ating the CIA that asserted that the CIA would have no internal security functions.

This brings me to FISA which is a grant of authority by the Congress to the Presi-
dent and not a limit on what authority would otherwise exist. Since there is a good
deal of confusion about this I want to take a moment to remind the Committee how
FISA came about. I speak from having been deeply involved in the process which
led to the enactment of FISA.

Until the mid-1970s the executive branch regularly conducted electronic surveil-
lances for “national security” purposes without a court order. It was only after the
Supreme Court held that wiretaps were covered by the Fourth Amendment and the
scandals revealed by the Church and Pike Committees opened the intelligence agen-
cies to threats of lawsuits and damages that the government reconsidered its posi-
tion and decided that it needed congressional authorization to conduct electronic
surveillance for national security purposes.

(In the interest of full disclosure, I should note for the record that I was the sub-
ject of a 21 month warrantless wiretap of my home telephone from 1969-71. After
I and my family filed suit the court found that the surveillance violated our con-
stitutional rights. Reading the governments logs of your private phone calls for an
extended period does bring sharply into focus the danger of abuse and the value of
privacy).

FISA thus arose from a request from the government for authority to conduct
electronic surveillance for national security purposes. The government explained
that it could not use Title III procedures for a number of reasons including its desire
to gather foreign intelligence information even when no crime was suspected and
its unwillingness ever to provide notice that it had conducted a surveillance.

Congress debated long and hard about FISA and enacted legislation that was sub-
stantially different from the original draft submitted by the administration with the
usual demand that it be enacted immediately and without any changes.

In the end Congress struck a deal with the administration with the support of
some civil libertarians including me (I then spoke for the ACLU on these issues).
The basic compromise was this: Congress gave the executive branch the authority
to conduct electronic surveillance for national security purposes under a lesser
standard than the probable cause that it would gather evidence of a crime. Equally
important, the government was given permission to keep the surveillance secret and
not provide the notice required by Title III when the surveillance ended. In return
the government agreed to judicial supervision, and provisions to minimize the inter-
ception of non-germane information. Most important, it was agreed that the govern-
ment would not use the FISA procedures if it was conducting a criminal investiga-
tion and would switch to a Title III warrant if it began a criminal investigation.

Subsequently, in 1994 Congress broadened FISA to include physical searches
which can be conducted even against the homes of Americans without a warrant,
without knock or notice, and without ever informing the person that the government
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has surreptitiously acquired information from his home. I believe that this provision
is clearly unconstitutional and the Supreme Court seems to agree (See Richards v.
Wisconsin (1997) holding that a blanket exception allowing no-knock entries for
warrants served in drug cases violated the 4th Amendment). But that is for another
day. For our purposes, we need to keep in mind that we are talking about the secret
searches of the homes of Americans and not just wiretaps of foreign embassies.

It is from this perspective that the proposed amendments to FISA must be exam-
ined.

The most disturbing provision in the administration draft bill is the one permit-
ting the government to initiate a FISA surveillance even when the primary purpose
of the government is to gather evidence for a criminal prosecution. As I said, FISA
authority was given to the government for situations in which it was not seeking
to indict individuals for crimes, but rather to gather information for foreign intel-
ligence purposes. To now permit these procedures to be used in a criminal investiga-
tion would almost certainly be unconstitutional and would certainly be dangerous.

Whether the change in the law is from “the” to “a” or to “significant” the result
is the same. The Executive would always be able to use FISA to conduct surveil-
lance whenever it believed that the people being surveilled were agents of a foreign
power thus circumventing the notice and probable cause requirements of the Fourth
Amendment.

Any legitimate problem that the government has in this area can be cured either
by explicitly permitting exchanges between law enforcement officials and those con-
ducting a FISA surveillance or by permitting the government to seek two warrants
for tl(lie same surveillance, as the Senate Intelligence Committee leaders have sug-
gested.

A second problem with the administration bill is the effort to permit the govern-
ment to get warrants for six months or a year for FISA searches of individuals it
suspects are agents of a foreign power as it now has for foreign powers themselves.
Here again, some history may help to explain why this provision was written as it
was and why it should not be changed.

When FISA was being debated in the Congress the shorter time limits on war-
rants applied to all targets. The government pointed out that it made no sense to
go back so often if the target was, say, the Soviet embassy. And so Congress agreed
to permit longer warrants for foreign powers themselves. Now the government seeks
to bootstrap using this difference to argue that it should not be required to seek fre-
quent warrants against agents of a foreign power. We need again to recall that the
government has been granted the authority to wiretap a person, even an American
citizen, or secretly break into his home and surreptitiously remove his papers. It is
not too much to ask that the government return regularly to a specially selected
judge in a separate court with full security protections to demonstrate that it was
right in thinking that the target was an agent of a foreign power engaged in illegal
activity.

With the indulgence of the Committee I would like to comment on two other mat-
ters raised by the Administration’s draft.

The first relates to the provisions which permit the government to share informa-
tion gathered for law enforcement purposes, including Title III surveillance and
grand jury testimony, with intelligence officials. Given the activities of terrorists
who operate both in the United States and abroad, I believe that such sharing is
appropriate, but I believe it needs to be limited in several ways. First, when the
information is gathered under judicial supervision, the court’s approval should be
required for the transfer. Second, the information transferred should be limited to
Foreign Intelligence Information as that term is defined in FISA. Third, the disclo-
sure should be limited to those officials who are directly involved in a terrorism in-
vestigation. Finally, the information should be marked and safeguarded so that
thesedrestrictions can be enforced, much as classified information is marked and
stored.

Finally, I want to comment on the extraordinary proposal to include disclosure of
the names of covert agents in the new list of federal terrorism crimes. This is a
speech crime which has no place in this list. I was deeply involved in the develop-
ment of this statute as well. Again, although the administration, in this case as with
FISA, both Democratic and Republican, insisted on immediate action and no
changes, Congress deliberated carefully for several years. Before it enacted the stat-
ute it insisted on a number of safeguards to insure that it would not prevent the
press from publishing information it had acquired by legitimate means. For exam-
ple, Congress inserted a bar on conspiracy provisions so that a reporter could not
be accused of conspiring with a source. This protection and many others would be
swept away if this crime remains on the list of federal terrorism crime.
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Mr. Chairman, there is an important lesson in the history of the enactment of
FISA and the Intelligence Agents Identities Act. It is that if we take both national
security and civil liberties seriously, and if we work hard and take the time that
we need we can find solutions that protect them. The Congress deserves high praise
for not giving in to the administration’s demand that it act first and read later in
the face of the unbelievable and unfathomable events of September 11. We have
gone very far in a very short time from the administration’s first draft. With a little
more time and a little more give and take, I believe we can arrive at a text which
strikes an appropriate balance. I urge you to stay at the task.

I commend the subcommittee for holding this hearing. I appreciate the oppor-
tunity to testify and would be pleased to answer your questions.

Chairman FEINGOLD. Thank you, Dr. Halperin. That was very
clear and helpful. I appreciate your being here.

Our next witness is Professor John O. McGinnis. Professor
McGinnis teaches at the Benjamin N. Cardozo School of Law in the
City of New York. He holds degrees from Harvard University, Ox-
ford, and Harvard Law School. He served as Deputy Attorney Gen-
eral of the Office of Legal Counsel at the Department of Justice
from 1987 to 1991.

I welcome you, Professor, and thank you, and you may proceed.

STATEMENT OF JOHN O. MCGINNIS, PROFESSOR OF LAW,
BENJAMIN N. CARDOZO SCHOOL OF LAW, YESHIVA UNIVER-
SITY, NEW YORK, NEW YORK

Mr. McGINNIS. Thank you very much, Senator Feingold, Mr.
Chairman, and I am very pleased to be here to speak about this
important issue of how to preserve our liberties in a time of ter-
rorism.

It is a question necessarily of a delicate balance between giving
tools to our national security agencies and law enforcement, on the
one hand, and preserving those civil liberties, because ultimately
we want to preserve all our freedoms, not only our civil liberties,
the ability to prevent intrusions from the Government, but also our
other liberties, our liberty to live unharmed from the kind of atroc-
ities that happened on September 11.

Our Constitution understands that delicate balance. The most
important provision that is at issue with respect to law enforce-
ment matters, the Fourth Amendment, prevents unreasonable
searches and seizures. By using the word “unreasonable,” it invites
a kind of balance that is sensitive to the context.

The most important context to be reminded of here is the distinc-
tion between mere law enforcement matters and national security
and war matters because there is no doubt that what happened on
September 11 was not simply thousands of murders. It was, as
many Members of Congress have acknowledged, an act of war
against the United States.

In the context of an act of war against the United States and a
foreign attack on the United States, necessarily what is reasonable
changes because the context has fundamentally changed. In that
regard, I think some of the provisions of this bill perhaps have
been a little unfairly criticized because they don’t take sufficient
account of the national security context.

Let me just begin very briefly with some of the changes to FISA.
The Supreme Court has always been very clear that its decisions
under the Fourth Amendment have never actually applied in any-
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thing like full force to foreign intelligence-gathering. Again, that is
because of the different national security context.

Once again, we have to be very careful that any of these changes
give these extraordinary authorities only in the national security
context. But as I read the bill, the provisions would continue to re-
quire judges to make sure that there is a national security collec-
tion purpose for every gathering of intelligence authorized by FISA.
That seems to me, therefore, an entirely constitutional provision.

Indeed, not to expand FISA in this way, not to allow intelligence-
gathering whenever there is a purpose to gather intelligence, would
mean that some national security collections would not be ad-
dressed because, of course, there are some national security collec-
tions that also have very substantial law enforcement benefits.

Under general principles of Fourth Amendment law, it does not
impugn a search so long as it has a justification—here, the national
security justification—if it has other beneficial justification. So I do
not see any constitutional problem with the enlargement of that
portion of the FISA authority.

Let me say a few words about the detention of aliens provisions.
I defer to Members of Congress and to those far more expert in
what our needs are to understand how far we need to detain aliens
for national security purposes. But once again, there is a very
strong distinction here between national security and ordinary law
enforcement purposes. We are not talking about the detention of
aliens for drug offenses and things of that sort.

Previously in this country when there have been wars, it has
been quite well acknowledged from the first Congress that enemy
aliens can be detained because they do not have the presumption
of loyalty to the United States when another nation state attacks.

Of course, we are in a very different kind of war. No nation state
has attacked us. We have been attacked by an irregular militia,
and it is very difficult to identify those aliens within our midst who
form that illegal militia. Of course, most aliens in the United
States, the huge majority, are hard-working men and women who
become American citizens, and it would be utterly wrong to detain
people simply because they share the nationality of those people
who hijacked the planes. Therefore, we need some kind of finer-
grained authority that focuses simply on aliens who we have some
reason to believe pose some danger to national security.

So in conclusion, Mr. Chairman, I would say that it is very im-
portant as you go forward with this bill to make a very strong dis-
tinction between contexts. The Supreme Court, and indeed common
sense, recognizes that acts of war are very different from a mere
law enforcement matter and may justify what are extraordinary
measures, certainly measures that we should never use in ordinary
law enforcement matters. Therefore, we have the FISA collection
legislation, and therefore in past times of war we have detained
enemy aliens.

So we want to keep a very clear line. On the other hand, there
is no reason not to use this opportunity to rationalize law enforce-
ment authorities so long as we continue with the usual principles
that are applicable to law enforcement and not to national security.

The Fourth Amendment speaks of reasonableness, and that
means that context is all. And the context has fundamentally
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changed with the attacks on our country on September 11, and the
danger of biotechnology, nuclear and chemical warfare against us.
That doesn’t mean we can’t preserve our civil liberties. It does
mean that we have to take account of the changed context in na-
tional security considerations.

Thank you, Mr. Chairman.

[The prepared statement of Mr. McGinnis follows:]

STATEMENT OF JOHN O. MCGINNIS, PROFESSOR OF LAW, BENJAMIN N. CARDOZO
ScHOOL OF LAW, YESHIVA UNIVERSITY, NEW YORK, NEW YORK

Thank you for the opportunity to testify on the “Anti-terrorism Act of 2001.” This
act deserves careful consideration as we attempt to preserve all our liberties—both
the freedom from unwarranted intrusions by the government and the freedom to
live and prosper unharmed by the new enemy that threatens mass atrocities of a
kind previously unknown. This new threat to our national security raises difficult
issues, because the threat is both criminal and military, and comes from enemies
abroad and enemy aliens residing within our country. For instance, it is widely
agreed that the attacks on the World Trade Center and Pentagon were acts of war
that may require a military response both to retaliate against the perpetrators and
to prevent similar atrocities. Yet they were also crimes committed on American soil
investigated by the FBI and other law enforcement agencies. These investigations,
in turn, may not only have law enforcement purposes but diplomatic and military
purposes as evidence is gathered and shared to strengthen our coalition against ter-
rorism.

Responding to this outrage and preventing similar outrages in the future thus
tests the line between domestic and foreign affairs—a line that is important for civil
liberties. In foreign affairs the federal government must exercise our common
strength on behalf of the nation to defeat enemies bent on the destruction of the
United States. This defense has not been and cannot be constrained by the same
restrictions that properly apply to domestic law enforcement, particularly now when
our enemies are bent on using weapons of mass destruction against our citizens and
are delivering these weapons not by a uniformed force but by a covert conspiracy
of enemy aliens secreted throughout our continent. At the same time as we address
the grave threat from this irregular militia, it is, of course, important not to allow
the extraordinary powers vested for national security purposes to be used for mere
law enforcement purposes.

Because the bill is as yet in draft, I will not comment on (or endorse) in detail
every provision but suggest instead that in its key concepts the bill as whole ad-
heres to a constitutional line between the procedures appropriate to protect national
security and those appropriate for law enforcement. The principal exceptions in this
bill to the usual law enforcement requirements, such as warrants and probable
cause for search and seizure, are properly limited to a single context—foreigners
whose activities may undermine national security or who associate with terrorist or-
ganizations. In particular the two provisions of the bill that have been most criti-
cized—the expansion of the Foreign Intelligence Surveillance Act (FISA) and the de-
tention of aliens for national security reasons—fit within the conceptual framework
that allows the executive branch acting with congressional approval to take action
for the national security of the United States beyond that which it can take for mere
law enforcement purposes.

To begin with FISA, the Supreme Court has recognized that the normal strictures
of the Fourth Amendment may not apply in situations involving the protection of
national security against foreign powers and their agents. Indeed, Justice White,
concurring in Katz v. United States, flatly stated that the warrant procedure and
a magistrate’s judgment should not be required “if the President of the United
States or his chief legal officer, the Attorney General, has considered the require-
ments of national security and authorized electronic surveillance as reasonable.”
Nevertheless, under FISA Congress has decided to require that such surveillance of
foreign powers or foreign agents be authorized by district courts designated by the
Chief Justice of the United States. When approved by the Attorney General, the
government presents application for warrants to FISA judges under in camera, ex
parte procedures designed to safeguard intelligence information.

The current bill makes relatively minor revisions to the procedures for FISA ap-
plication that make it easier to make expeditious requests and do not undermine
any safeguards. The one change of substance is to permit FISA collection when for-
eign intelligence gathering is “a purpose” of the surveillance. Previously such collec-
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tion was permitted only when such intelligence gathering was the sole or primary
purpose of the investigation.

This change is constitutional. First, as noted above, it is not at all clear that FISA
procedures are required at all when the President or the Attorney General certifies
that such collection is reasonable given national security considerations. If one of
the bona fide purposes of the collection of information is to promote national secu-
rity, the collection is by definition reasonable in the national security context.

Even more fundamentally, so long as collection has a bona fide national security
purpose (and FISA judges are available to make sure that it does) its law enforce-
ment benefits do not undermine its national security justification. To claim other-
wise would be to suggest that action which is justified to protect our national secu-
rity somehow becomes illegitimate if it has other non-illicit, and possibly beneficial,
consequences. Moreover, without an expansion of the FISA definition some national
security objectives would go unaddressed, because some national security collections
may also have substantial law enforcement benefits. Indeed, terrorist acts are si-
multaneously crimes and profound threats to our national security and thus it
would be often difficult for the Attorney General or even a court to determine
whether the primary purpose of a collection is national security or terrorism.

Finally, as a general matter of Fourth Amendment law, the Supreme Court has
ruled that it is not proper to impugn a search that is legitimately justified for one
purpose simply because the search has other purposes. In a recent case, the Court
upheld the search of a car by a policeman who had cause to stop the car based upon
a traffic violation although he was also motivated by the belief that drugs were in
car. So long as a particular search is justified by a purpose appropriate to that
search, the search can legitimately serve other purposes.

Now I turn to the indefinite detention of aliens if the Attorney General has reason
to believe that they will engage in activity that endangers national security. It is
important to note at the outset that such detention authority is not asked for law
enforcement reasons, like drug interdiction. Once again the distinction between na-
tional security and law enforcement is crucial to my analysis. Assuming that the
Fourth Amendment applies to national security actions, the government has special
needs unrelated to law enforcement that justify detentions without individualized
probable cause, because such actions are reasonable to counter the threats that
those resident aliens who become terrorism’s guerrillas pose to our national secu-
rity. It is also reasonable not to fix a definite period for detention of such an alien.
He can reasonably be detained until he can be deported or until the threat that he
will engage in actions threatening to national security is abated.

The language of the Fourth Amendment is itself instructive: “The right of the peo-
ple to be secure in their persons, houses, papers and effects, against unreasonable
searches and seizures, shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly describing the
place to be searched and the persons or things to be seized.” Neither the text of the
amendment nor its history melds the two clauses into a single provision. Nowhere
does the Fourth Amendment say that all searches and seizures conducted without
the warrant and probable cause required under the second clause are unreasonable
under the first clause. The two clauses are therefore properly viewed as distinct. As
the famous scholar, Telford Taylor noted, the Framers were concerned about “over-
reaching warrants” and “unreasonable searches and seizures.”

The Court has thus declined to view the ascertainment of probable cause or the
issue of a warrant as the sine qua non of a reasonable search and seizure. It has
said: “The test of reasonableness under the Fourth Amendment is not capable of
precise definition or mechanical application. In each case it requires a balancing of
the need for a particular search against the invasion of personal privacy that the
search entails. Courts must consider the scope of the particular intrusion, the man-
ner in which it is conducted, the justification for initiating it, and the place in which
it is conducted.”

In particular, the Supreme Court has permitted searches and seizures without a
warrant or probable cause when the government has important purposes other than
enforcing the criminal law. Recently the Court set out carefully its rational for
searches and seizures without warrant or probable cause. Conceding that warrants
and probable cause were generally required when only law enforcement matters
were at stake, the Court said that searches without warrants or probable cause
were constitutional “when special needs, beyond the normal need for law enforce-
ment” make the warrant and probable cause requirement inappropriate. Once again
the ultimate measure of the government procedures is “reasonableness.”

In this case the government has special national security needs that are far great-
er than protecting the health of citizens or enforcing the immigration laws—cases
where special need searches have been upheld. Consequently the justification for in-
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truding on individuals is commensurately greater. Indeed, in a world where alien
terrorists have used weapons of mass destruction, as they did against the United
States on Sept. 11, and where they have the capacity to use even more devastating
weapons, such as biological, chemical and nuclear weapons, the United States has
extraordinary needs beyond simple law enforcement that may well be defeated by
requiring probable cause for detaining aliens. Even if the government does not have
the substantial proof required to show probable cause that aliens are engaged in a
terrorist conspiracy or have information about such a terrorist conspiracy, the con-
sequences may now be so catastrophic to the health and safety of citizens as to jus-
tifg holding such aliens in detention on a less demanding “reason to believe” stand-
ard.

Another way of understanding the reasonableness of this standard is to reflect on
the military nature of the threat. If a military group of saboteurs infiltrated the
United States in wartime, we would not be required to extend them all the cour-
tesies of the Bill of Rights as we try to find and hold them. The United States now
faces worse threats constituted by a group of non-uniformed belligerents who are
aiming at mass destruction of civilians. Although these acts take place in our coun-
try, the simple law enforcement model for controlling these acts is as inapposite as
if we applied it to military saboteurs.

We should also note that this authority is appropriately limited to aliens. Unlike
citizens, aliens have not taken an oath of loyalty to the United States. Thus, in war-
time enemy aliens are ordinarily detained for the duration of hostilities. The con-
stitutionality of this practice has not been questioned by the courts. Let me be clear
that I would repudiate any attempt to detain citizens simply because they share the
country of origin of enemy aliens. Naturalized citizens, whatever their country of or-
igin, have every bit as much of a presumption of loyalty as citizens born in the
United States. It is possible to support the constitutionality of this new authority
for the Attorney General and to reject, as I do, the holding of Korematsu v. United
States where the Court upheld the internment of citizens of Japanese ancestry dur-
ing World War II without any showing that they were disloyal to the United States.

Today we are right to presume the loyalty of our citizens but we still face the
problem of enemy aliens in our midst. But because no foreign nation state is pros-
ecuting the war against us, we cannot determine the identity of potentially alien
enemies through the old category of the alien’s nation state. Nevertheless these
enemy aliens are even more dangerous because they, and not others from their
home countries, are the main vectors of attacks on the United States. And unlike
previous wars, they may have ready access to weapons of mass destruction targeted
at civilians. In these circumstances, it is reasonable to provide the Attorney General
with authority to find and detain the relatively few aliens who are our potential en-
emies. This new kind of alien detention authority is proportionate to the new kind
of war we face.

The Supreme Court has held that Congress has very substantial power in immi-
gration matters. It is well-established that “over no conceivable subject is Congress’s
power more complete.” To be sure, the Court recently interpreted Congress not to
have authorized indefinite detention of deportable aliens in light of the serious con-
stitutional questions that it would raise. But once again the Court expressly carved
out consideration of national security matters from the scope of its constitutional
concerns. It stated: “Neither do we consider terrorism or other special circumstances
where special arguments might be made for forms of preventive detention and for
heightened deference to the judgments of the political branches with respect to mat-
ters of national security.”

Some have argued that the authority to detain aliens should not extend to those
who are not flight risks. With respect, flight risk is not the only reason for deten-
tion. In a war situation, enemy aliens can pass information to one another in a net-
work. The risk is the same in terrorist networks. Other provision of the bill have
drawn objections as well. I do not have the space to address all the objections, but
many can be addressed under the framework here. For instance it is appropriate
to share grand jury information with government personnel to counter threats to na-
tional security. Such sharing, in the words of Alexander Hamilton, puts forward
“our common strength for the common defense.”

Other provisions of the bill simply rationalize the law enforcement model in light
of changing circumstances. Pen registers have been upheld as applied to telephones,
because according to the Supreme Court individuals have no reasonable expectation
of privacy in the numbers they call because that information has been provided to
the telephone company. Similarly, the routing and addresses of websites that indi-
viduals access over the Internet is available to their Internet providers. It is thus
appropriate that they be made available under the same standards as pen registers
for telephones. Particularly given the convergence of various forms of communica-
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tions, failure to include Internet addresses and routing under the same standards
as numbers would eventually make the pen register an obsolete device in the tool-
box of law enforcement.

In conclusion, I would stress that many of these new provisions would simply ra-
tionalize previously existing law enforcement authorities. Such rationalization is a
good idea at any time, but particularly at this time. On the other hand, the prin-
cipal extraordinary authorities granted by the bill are appropriately limited to pro-
tecting national security and defending against the acts of war, not mere criminal
lawbreaking, that all acknowledge now threaten the United States.

Chairman FEINGOLD. Thank you, Professor McGinnis.

Our next witness will be Jerry Berman, from the Center for De-
mocracy and Technology. Mr. Berman is currently the Executive
Director for the Center, and he has written widely on the complex
civil liberties issues surrounding electronic communications. He
has also served on the Child Online Protection Commission in
1999, studying methods for protecting children from objectionable
material on the Internet that would be consistent with constitu-
tional values.

We appreciate your willingness to share your expertise today and
you may proceed.

STATEMENT OF JERRY BERMAN, EXECUTIVE DIRECTOR, CEN-
TER FOR DEMOCRACY AND TECHNOLOGY, WASHINGTON,
D.C.

Mr. BERMAN. Thank you, Mr. Chairman, and I again commend
the committee on behalf of our organization for holding this hear-
ing. It is critically important.

I also shared in the negotiations of the Foreign Intelligence Sur-
veillance Act in 1978. I try to take it out of my resume to try not
to date me, but I worked with Mr. Halperin and others. What was
different is that we had a negotiation between civil libertarians,
the Justice Department and Hill people to fine-craft this legisla-
tion.

If we do not fine-craft the legislation that is in front of us, I am
afraid that what Mr. Halperin says is that the law between law en-
forcement and intelligence which was set up after Watergate, and
by the way not in a time of peace, but in the middle of the Cold
War, et up to avoid what happened during Watergate under J.
Edgar Hoover—secret intelligence and broad intelligence—we
wrote those restrictions to create that wall and I do not believe
that wall has to come down.

The Senate Intelligence Committee has recommended that you
can continue a primary purpose intelligence investigation which is
secret, never disclosed to the witness, never disclosed to the target
even if they are never convicted of a crime, and at the same time
open a Title III warrant. You can continue under both tracks for
your criminal and continue under your intelligence track, and if
that requires more cooperation between law enforcement and the
intelligence agencies over which information goes in which pot,
that is something we would support. The cooperation is obviously
necessary, so why don’t we look at a dual track?

Let me turn to the Internet and some of the high-technology pro-
visions where the Justice Department says they are simply trying
to bring those into the modern age. If you listen to them talk about
these sections—and I spent two hours with the Justice Department
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on pen registers yesterday—they say, for example, under pen reg-

isters they are only interested in the equivalent of a telephone

gialed number. That is why there is a low standard; you get the
igits.

But on the Internet, those digits turn into content, the subject
line, the “to/from” line, URLs, and possible Web-browsing on the
Internet. They say “we don’t intend that.” I say, well, then why
have you added this new language to the bill? We have to under-
stand that language. They say “but that is not our intent.” But
those people in that room may not be here four years from now.

Viet Dinh, the leader of the Justice Department task force, said
yesterday at the Internet caucus briefing, “I do not believe in legis-
lative history. It has to be on the plain face of the statute.” So we
have to read a plain text and understand what it means, and if you
read the plain text, pen registers covers content. And I believe it
needs to be, if we are going to deal with plain text, scaled back to
only cover the IP address or the equivalent of dialed telephone
numbers.

In a multi-tap, roving wiretap, yes, you should put it under
FISA, but it should be tied to a computer, if you are trying to get
beyond phones, or any device which is under the control of the tar-
get. It shouldn’t be any computer that that person may use. That
is a sweeping authority.

I also call your attention to a computer trespass section, 105,
which we did not pay attention to. It was the Senate Judiciary
Committee who called our attention to it and said, do you want to
read this again? We thought it was trespassing onto a computer
service, unauthorized trespassing, to engage in delay of service and
such things, where the ISP invites them on to do a surveillance.

That is a narrow emergency circumstance which is justified
where you turn over information which you would otherwise get a
warrant for. They do not limit it that way. They say anyone who
has unauthorized access to a computer, with the permission of the
ISP, you can collect all of their e-mail, all of their communications,
and so forth, on the Internet without going through ECPA, which
is the Title III warrant requirement for the Internet.

It is a major walk-around the statute that Senator Leahy drafted
with others in 1986, which I also worked on. We have to put the
language in that limits it to extreme circumstances or emergency
circumstances. Otherwise, a business office owner—the FBI says
we suspect he is engaging in money laundering on his computer.
Be my guest, take all their records, without requiring them to go
down and get a Title III warrant for electronic mail which is pri-
vate communications.

The same could happen at AOL or Microsoft, where you go down
and say there is an unauthorized use going 